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Abstract: The concept of function is an example of a topic which has connections in almost all areas of computer science, especially in digital logics.
In designing digital logics, there may be situations in which the designer may
need the system to be able to “undo” certain processes. If that is a requirement,
what the designer does, in simple mathematical terms, is to restrict the domain
of operation in order to allow the process to be a function which is one-to-one.
The purpose of this short note is to discuss some simple logical operations and
terms associated with computer science in the context of functions. This will
provide beginning students of computer science a thorough understanding and
some examples of the concept of functions.
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1. Introduction
Like any other machine, a computer hardware is normally switched on in order
for electrons to flow through and activate it. This is just all that a computer
hardware requires in order to start functioning. A computer is like a little
child that needs to be told specifically what to do, and computer programs
are the tools that tell the computer precisely what to do after being switched
on. Computers understand only one language, namely the machine code. The
machine code is a sequence of bits (binary digits), namely, 0 and 1. Be that as
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it may, the programs to be executed with the bits, are written in such a way
that they obey all the rules that make up the definition of a function in the
classical sense. However, this relationship is usually not very transparent if not
carefully considered.
Computers use binary digits for internal representations of integers, and
either base 8 (octal) or 16 (hexadecimal) for display purposes. Therefore, we
start this note by discussing operations involved in the conversion of numbers
from one base to the other in terms of the concept of mathematical functions in
the classical sense. We shall extend the discussion by summarizing the process
involved in logical operations, compilers, error message generators, and simple
cryptography. Although these concepts are usually presented without the benefit of functions, student’s understanding of the topic can be enhanced if the
concepts are viewed in a broader context via functions.

2. Number Base Conversion
The first obvious example of a function is the conversion of numbers from one
number base to another. To see this, let fa,b (x) be the number base conversion process which takes a value expressed in base a into base b; for example
f2,10 (11001) = 25 and f16,10 (AF B2) = 44978 (cf [1]). It is easy to see that
fa,b (x) is a function in the classical sense.
Recall that in the function fa,a (x), from one base into itself, does not change
the number; that is, fa,a (x) = x. Moreover, fa,a (x) is one-to-one, and so has an
inverse. Also recall that when we convert from a first base into a second base
and then convert the result in the second base into the first base, we get the
original number back again, that is, fb,a (fa,b (x)) = x, and this is a well known
property of a one-to-one function. The idea of one-to-one functions is usually
utilized in designing digital electronics, where there may be situations in which
the designer may need the system to be able to “undo” certain processes. When
that is the case, what the designer does, in simple mathematical terms, is to
restrict the domain so that the process becomes a one-to-one function. Finally
recall that a practical method for conversion between two bases different from
base 10, is to convert from the first base to base 10 and then convert from base
10 into the second base. This means that fa,b (x) = f10,b (fa,10 (x)), and this is
simply a composition of functions.
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2.1. Functions from Base 2, 8 and 16
We have seen that the conversion of numbers from one base to another base is
a well defined function. We now give particular examples of functions arising
from conversions between some of the bases used by the computer for internal
representation and external display, namely bases 2, 8, and 16. Note that these
bases are related, since each base is a power of 2, that is 21 = 2, 23 = 8, and 24 =
16. We now display the conversion of a base 2 number into a base 8 number as
a function fa,b ; for example when a = 2 and b = 8 one has f2,8 (1111101). Recall
that this is done by separating the base 2 number into groups of three binary
digits (going from right to left) as follows: 1 111 101. Each group of digits is then
converted into the appropriate octal, that is, f2,8 (1111101) = f2,8 (1 111 101) =
175. The reverse process of going from base 8 into base 2 is equally easy. Recall
that the value of f8,2 (2716) is computed by taking each of the octal digits in
the base 8 number and converting them into three binary digits: f8,2 (2716) =
010 111 001 110 = 010111001110. A similar process is used between base 2 and
base 16, except that each of the hexadecimal digits represents 4 binary digits.
For example, f2,16 (10101001) = f2,16 (1010 1001) = AD. To convert from base
16 to base 2, each hexadecimal number is replaced with 4 binary digits. For
example: f16,2 (A3C7) = 1010 0011 1100 0111 = 1010001111000111. It will be
easy for most students to see that the steps used in the above conversions are
properties of a function in the classical sense.

3. Logical Operations
We now discuss some logical operations in terms of functions.
3.1. The N OT (x) Function
The unary N OT operation is a function in the classical sense, and has the following two function calls: N OT (T rue) = F alse, N OT (F alse) = T rue. Note
that the function N OT is one-to-one, and so there exists an inverse function, say
N OT −1 , where N OT −1 (F alse) = T rue and N OT −1 (T rue) = F alse. Because
we have that N OT (F alse) = T rue and N OT (T rue) = F alse, we conclude that
the function N OT is its own inverse. A quick way of looking at this situation is
to note that N OT (N OT (T rue)) = T rue and N OT (N OT (F alse)) = F alse, or
N OT (N OT (x)) = x, showing again that N OT is its own inverse. This function
is called an idempotent function. Therefore, the function N OT is an example
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of an idempotent function.
3.2. The OR(x, y) Function
The binary OR(x, y) operation is a function in the classical sense, and we have
the following four function calls:
OR(T rue, T rue)
OR(T rue, F alse)
OR(F alse, T rue)
OR(F alse, F alse)

=
=
=
=

T rue ,
T rue ,
T rue ,
F alse .

Note that the above four function calls imply that, although OR(x, y) is a
function, it is not a one-to-one function; and so the inverse does not exist. To
see this, observe that there are three instances where OR(x, y) = T rue and
we cannot predict the specific values of x and y which produced the result
of T rue. The only thing that can be inferred is that at least one of the two
values must be T rue. Be that as it may, we can make the OR(x, y) function
a one-to-one function by an appropriate restriction on the domain; that is, we
need to specify a subset of the function which is one-to-one. One example of a
typical restriction of the domain of OR(x, y) would be that x = F alse. Another
example of a restriction would be that y = F alse. A third trivial example of a
restriction would be that x = y = F alse. The restrictions in the three examples
above result in a one-to-one function, and so an inverse exists for each of these
examples.
3.3. The XOR(x) Function
The binary XOR operation is a function in the classical sense, with the following
four function calls:
XOR(T rue, T rue)
XOR(T rue, F alse)
XOR(F alse, T rue)
XOR(F alse, F alse)

=
=
=
=

F alse ,
T rue ,
T rue ,
F alse .

This implies that XOR(x, y) does not have an inverse, since it is not a oneto-one function. To see that this is not one-to-one, observe that there are two
instances where XOR(x, y) = T rue and the specific values of x and y which
produced that result of T rue cannot be predicted. However, one can predict
that the x and y values had to be different. Note also that there are two
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instances where XOR(x, y) = F alse, and the specific values of x and y which
produced that result of F alse cannot be predicted. However, we can conclude
that x and y have to be equal. Although XOR(x, y) is not one-to-one, one can
restrict the domain by specifying a subset of the function which is one-to-one.
For an inverse to exist, one can, for example, restrict the domain of XOR(x, y)
to be x = T rue. Other examples of a restriction would be that x = F alse, y =
T rue, or y = F alse. Similar to the OR(x, y) and XOR(x, y) functions, one can
derive equivalent conclusion for the N OR(x, y), N AN D(x, y), and AN D(x, y)
operations. We present their function calls next.
3.4. The N OR(x, y) Function
N OR(x, y) is a binary function with the four function calls:
N OR(T rue, T rue)
N OR(T rue, F alse)
N OR(F alse, T rue)
N OR(F alse, F alse)

=
=
=
=

F alse ,
F alse ,
F alse ,
T rue .

3.5. The AN D(x, y) Function
AN D(x, y) is the binary function with the following four function calls:
AN D(T rue, T rue)
AN D(T rue, F alse)
AN D(F alse, T rue)
AN D(F alse, F alse)

=
=
=
=

T rue ,
F alse ,
F alse ,
F alse .

3.6. The N AN D(x) Function
N AN D(x) is a binary function with the four function calls:
N AN D(T rue, T rue)
N AN D(T rue, F alse)
N AN D(F alse, T rue)
N AN D(F alse, F alse)

=
=
=
=

F alse ,
T rue ,
T rue ,
T rue .
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4. Compilers and Error Message Generators

Recall that the compiler evaluates the entire computer program and then translates all the programming statements into a machine language program, which
is then executed at once. A computer language compiler can be regarded as
a function because each valid command in the source file is converted into a
predictable series of machine language commands (cf. [2]). If one considers only
the assembly language programming, then one has a one-to-one function, because each mnemonic corresponds to one machine language command (cf. [2]).
Although some machine code carries more than one byte, we still have that it is
a one-to-one function because we have a single unique command. On the other
hand, the part of the compiler which provides error codes or error messages can
be regarded as a many to one function, because many different errors are identified with the same error code or error message. One common example of such
errors is the SYNTAX ERROR message which can arise from something like: a
spelling error command, a use of invalid command, a punctuation error, a use
of improper command, and so on. This implies that if the computer generates
the SYNTAX ERROR message, then it is impossible to predict what actually
is responsible for that error unless you examine the specifics of the line where
the problem is and correct it.
5. Cryptographic Functions
Encryption means the process of transforming data or a message into some
unintelligible or unrecognizable, in such a way that the transformation is reversible. This means that it is possible to restore the original data or message.
The process of encryption usually involves a set of instructions that enables a
step-by-step procedure for transforming the data or message. This process is
in most cases a one-to-one or an idempotent function because an encryption
algorithm is always associated with a reverse procedure that restores the original message. The reverse process is called decryption. Taken together, the
techniques of encryption and decryption are called cryptography.
A simple illustration of a key transformation or function is the XOR operation defined in Section 3. The XOR function can be defined with the following
rules of binary addition:
0 + 0 = 0,

0 + 1 = 1,

1 + 0 = 1,

1 + 1 = 0.

Since these define addition rules in the binary system, we have used the notation
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“+” to denote XOR addition above. By the use of the XOR addition, we can
use any string of zeros and ones as a key to encrypt and decrypt data or a
message. For example suppose we have a message which is a string of four
binary digits, M = 1011, and we are given a four digit key k = 1010. We
can encrypt the message M, with the key k, by addition, that is, a function f
defined by
f (M ) = M “ + ”k = C := 1011 + 1010 = 0001 (with no carry).
So we have that the encrypted message C is 0001. Note that the function f
is an idempotent function. Also note that anyone seeing this value (without
knowing the encryption key) will be unable to interpret the original message
M, because it could have been any one of sixteen possible combinations of four
zeros or ones. However, if you know the key, it is easy to recover the original
message. All that needs to be done to recover the message is to add the key k to
the encrypted message C following the XOR rules of addition defined above.
This implies, applying the function f twice. So the original message, M, is
recovered thus:
f 2 (M ) = f (M + k) = (M + k) + k = C + k = 0001 + 1010 = 1011.
In other words, performing an XOR addition with the same key twice restores
the original message. This process simply says that f 2 (M ) = M. The security of
this system depends on the length of the key k; and our definition of f depends
on this key, since f (M ) = M + k = C. Note here that there are sixteen possible
keys of length four, that is, 24 possibilities. In general, for a key of length n,
there are 2n possible keys.
Finally, note that most commercial DES uses keys of length 56, that is,
the key space has 256 possibilities. Given current techniques of cryptanalysis,
this key space is no longer large enough for security. With the current state of
technology it is possible decrypt the message by employing a brute force attack
on a message, where by a brute force attack we mean the process of trying out
every possible key. If we increase the key space to 2128 then the system is quit
secure; at least with respect to a brute force attack. Note that a key space of
2128 is 272 times as large as the common DES key space of 256 .
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