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Abstract:
Double logistic maps are used in the proposed image encryption scheme, in which the digital matrix of image is confused from row and
column respectively. Confusion and diffusion effects are carried out solely by
the substitution and diffusion stages in this paper. The two one-dimensional
logistic functions are combined as a two-dimensional chaotic function. Then
in the confusion process, Chen’s system is employed. Numerical simulations
show that the proposed scheme can suggest an efficient way for image encryption including large key space, sensitive dependence on initial conditions and
a random-like behavior of the distribution of gray values in encrypted image.
It solves somewhere the row security problem of single one-dimensional chaotic
function.
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1. Introduction
Due to the properties of topological transitivity, ergodicity, pseudorandom property, system parameters and sensitive dependence on initial conditions in chaotic
system, many researches [4], [7], [9], [10], [11] based on chaos were studied since
[9] firstly applied chaotic map to image encryption in 1989. In [10], Pareek et al
adopted logistic map of one-dimension. Tong [11] designed a two-dimensional
chaotic function using two logistic functions. Ye combined ASCII code to image
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pixels with logistic map in [13]. And a chaotic standard map is proposed by
Wong [12]. Additionally, high-dimensional chaos was studied [5], [6], [2].
Because of the simplicity and high-level security, the one-dimensional chaotic
map was used widely, especially logistic map. But, Li [8] pointed out that it
is not secure enough to only use one-dimensional chaotic map. So, researchers
dedicated themselves to improve it in [10], [11], [13], [12], [5]. In this paper,
double logistic maps are proposed combing with confusion and diffusion process. According to the logistic shuffling sequences, the matrix of plain image is
arranged as a row vector and a column vector respectively. Then the vectors
are folded up and rearranged into a new matrix. And in diffusion process, classical Chen’s system is adopted in this paper. It satisfies the security rules [1]
such as large key space, sensitive dependence on secret keys, and a rankom-like
behavior of grey values in encrypted image. The rest of this paper is arranged
as follows. In Section 2, a novel image encryption scheme is designed including
the step of encryption. Logistic map and Chen’s system are also introduced
here. Simulation experimental results are displayed to show the advantages of
proposed scheme in Section 3. Then, we give the some related security analysis in Section 4 as required by most papers. Finally, Section 5 makes some
conclusions for this paper.

2. Proposed Image Encryption Scheme
2.1. Logistic Map
Logistic map is one of one-dimensional chaotic maps, which is used extensively,
and described as follows:
xk+1 = µxk (1 − xk ),

(1)

where 0 ≤ µ ≤ 4 and xk ∈ (0, 1).
Logistic map will bring about chaos for 3.5699456 < µ ≤ 4, i.e., the two
∞
chaos sequences {xk }∞
k=0 and {yk }k=0 are non-periodic, non-convergent and
non-correlated generated by different initial values x0 and y0 .
To generate a logistic shuffling sequence, we first suppose a parameter µ
and an initial value x0 , a chaos sequence {xk }∞
k=0 will be obtained by iterating equation (1). Then a set {xp+1 , xp+2 , · · · , xp+M } will be obtained
counting after the p-th number. Reordering this set, we can get a new set
{xp+1 , xp+2 , · · · , xp+M }. If we find the original position of xi (i = p + 1, · · · , p +
M ) in {xp+1 , xp+2 , · · · , xp+M }, then, a shuffling sequences L = {l1 , l2 , · · · , lM }
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and will be generated. Here, the parameters x0 , p can be made up of keys.
2.2. Chen’s Chaotic System
In this paper, Chen’s chaotic system [3] is employed to enhance security further.
The system is described as follows:

 ẋ = a(y − x),
ẏ = −xz + cy,
(2)

ż = xy − bz,
where a, b and c are parameters. The system will become chaos when we let
a = 36, b = 3 and c ∈ (12.7, 17.0) ∪ (18.0, 22.0) ∪ (23.0, 28.5) ∪ (28.6, 29.0). Here,
the classical fourth order Runge-Kutta method with the step h = 0.001 is taken
to solve equation (2).
2.3. Design of Image Encryption Scheme
To disturb the strong correlation between adjacent pixels in plain image, we
consider pixel permutation first, i.e., pixel confusion. As we know that a gray
image can be expressed as a digital two-dimensional matrix, and any one matrix is organized by columns and rows. So, for an image matrix Am×n , from
column direction, we firstly use a logistic shuffling sequence L = {l1 , l2 , · · · , ln }
generated by x0 to exchange its column, and arrange it into a column vector a
from left to right and from up to down. Then, we use the following procedure
to fold it up into a new column vector b:
if mod(mn, 2) = 0


b(2i − 1) = t1 (i),
b(2i) = t2 (i) (i = 1, 2, · · · , n),

(3)

here t1 = a(1 : t), t2 = a(t + 1 : mn), t = [mn/2].
else

 b(2i − 1) = t1 (i),
b(2i) = t2 (i) (i = 1, 2, · · · , n),

b(mn) = t1 (t + 1),

(4)

here t1 = a(1 : t + 1), t2 = a(t + 2 : mn), t = [mn/2].

After generating column vector b, it can be rearranged into a new matrix
B from left to right and form top to bottom. In order to disturb greatly the
high correlation between adjacent pixels, we must take s (s > 1) rounds. If we
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Figure 1: Image encryption and decryption of cameraman: (a) 256 ×
256 plain image of cameraman, (b) encrypted image, (c) decrypted
image with key x0 = 0.23000000000001, (d) decrypted image with key
y0 = 0.510000000000001, (e) decrypted image with key p = 141, (f)
decrypted image with key q = 209
do less than 15 rounds, then we think it is secure [4].
Similarly, the matrix B can also be rearranged from row direction, and this
process must be taken k (k > 1) rounds. Then a final permutation matrix C
would be got if the matrix is permutated by above method both from row and
column. So, an encrypted image is generated. In this paper, we take k = 8
rounds and s = 4 rounds respectively. Here, k and s can be open. For example,
with conditions u0 = 3.82, x0 = 0.23, p = 140, v0 = 3.65, y0 = 0.51, q = 210,
the 256 × 256 cameraman image of Figure 1(a) is encrypted into Figure 1(b).
But, even if little movement in keys, we cannot decrypted the image (see 1(c),
(d), (e) and (f)). The scheme of confusion encryption can be seen in Figure 2.
However, the histogram of Figure 1(a) and Figure 1(b) is the same (see
Figure 4(a)) because of confusion only. So, we consider Chen’s system further.
For the permutated matrix C, the process of diffusion by Chen’s system is as
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Column permutation
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Initial conditions

Figure 2: Block diagram

follows:
Step 1. Solve the equation (2), three values xi , yi and zi are got for each
.
iteration, and a sequence S = {x0 , y0 , z0 , x1 , y1 , z1 , · · · } = {Si }∞
i=1 is generated.
Then, we preprocess these decimal values as follows.
Wi = mod((abs(Si ) − f loor(abs(Si ))) × 1014 , 256),
where abs(x) returns the absolute value of x, f loor(x) rounds the elements of x
to the nearest integers less than or equals to x, and mod returns the remainder
after division.
Step 2. Without loss of generality, we choose a set D = {Di }mn
i=1 , where
Di = Sr+i−1 for an given integer r. Then arrange the set D into a m × n matrix
E by the order from left to right and from top to bottom.
Step 3. The encryption image F is eventually generated as follows.
F (i, j) = C(i, j) ⊕ E(i, j),

i = 1, 2, · · · , m,

j = 1, 2, · · · , n,

where ⊕ represents the exclusive OR operation bit-by-bit.
In above Chen’s system, x0 , y0 , z0 , r can be made of keys.
2.4. Step of Whole Encrypting Scheme
The steps of proposed image encryption scheme based on logistic maps are as
follows.
Step 1. Read a plain image by Matlab software, and express it with a digital
two-dimensional matrix A.
Step 2. Generate two shuffling sequences H, L by initial conditions u0 , x0 , p
and v0 , y0 , q iterated into Logistic map.
Step 3. Make confusion for image pixels and form a new matrix B.
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Figure 3: Image encryption and decryption of Lena: (a) 256 ×
256 plain image of Lena, (b) encrypted image, (c) decrypted image with key x′0 = 11.20000000000001, (d) decrypted image with
key y0′ = −13.10000000000001, (e) decrypted image with key z0′ =
8.20000000000001, (f) decrypted image with key r = 22
Step 4. Obtain another matrix C by chaos system (2) with initial values
x′0 , y0′ , z0′ , a, b, c and r.
Step 5. Do exclusive OR operation for matrixes B and C, and get the
encrypted image D.

3. Simulation Experimental Results
Some experimental results of the proposed image encryption scheme are shown
in this section. All work is done in a computer of Pentium R 4, CPU 2.66 GH
and EMS memory 1.25GB. Lena image of size 256 × 256 is shown in Figure
3(a), with initial u0 = 3.91, x0 = 0.36, p = 130, v0 = 3.79, y0 = 0.62, q = 180,
x′0 = 11.2, y0′ = −13.3, z0′ = 8.2, a = 36, b = 3, c = 27.2 and r = 21. The
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Figure 4: Histogram: (a) plain image, (b) encrypted with key x0 = 11.2,
(c) encrypted with key x0 = 11.20000000000001

encrypted image Figure 3(b) is got. The average total cost of encrypting is little
only with 0.46566666666667 seconds in proposed scheme. And in decrypting
process, it pays us 4.62500000000001 seconds which can frustrate the attacker’s
patience and assuredness.

4. Security Analysis
As the requirement of a good encryption method or scheme in [1] and most
references adopted, we do the following analysis to prove the advantages of
proposed scheme.
(1) Key space.
As we know that a good encryption algorithm should have large key space
to resist outer brute-force attacks or illegal attacks. In the proposed algorithm,
if the precision is 10−14 , then the key space size will reach enormously to 1070
which do not include parameters p, q, r. Therefore, it shows that new encryption
algorithm has large enough key space size.
(2) Sensitivity analysis.
In our algorithm, with the original keys x′0 = 11.2, y0′ = −13.3, z0′ = 8.2,
and r = 21, we encrypt the image Figure 3(a) into Figure 3(b)). But, even
if with little movement in keys, for example x′0 = 11.20000000000001, y0′ =
−13.30000000000001, z0′ = 8.20000000000001, or r = 22 then, the decrypted
images are displayed in Figure 3(c), (d), (e) and (f). So, the encryption scheme
is very sensitive to original conditions.
(3) Histogram analysis.
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Figure 5: Correlation of two horizontally adjacent pixels in: (a) original
image, (b) encrypted image
Model
Horizontally
Diagonally
Vertically

Original image
0.93933174224367
0.99081122275035
0.90365664038304

Encrypted image
0.06808482471277
0.05977262654890
0.02951610699557

Table 1: Correlation coefficients of two adjacent pixels

Figure 4(a) is the histogram of original image of Cameraman, and Figure
4(b) and 4(c) denote separately the histogram of two encrypted images with
different keys. So, we can hardly do any statistic analysis to decrypt an encrypted image because the histogram is changed even with little movement in
initial conditions.
(4) Correlation coefficient analysis of two adjacent pixels.
To test the correction [5] between two adjacent pixels in the original image
and the encrypted image, Randomly 2500 pairs of two adjacent pixels horizontally, vertically and diagonally in figure Lena is test. The results are listed in
table 4, in which we find that the correlation coefficients are almost zeros using
our scheme. The grey distribution of two horizontally adjacent pixels in the
original and the encrypted image can also be seen in Figures 5(a) and 5(b).
(5) Cut attack analysis.
The illegal attackers may cut or destroy the information condition that they
cannot decrypt the image. Here, we randomly cut 12.5%, 25% and 50% from
the decrypted image Figure 3(b) shown in Figure 6(a), (b) and (c). Fortunately,
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Figure 6: Cut test: (a) cut 12.5%, (b) cut 25%, (c) cut 50%, (d) restored
from (a), (e) restored from (b), (f) restore from (c)

from the restored image of Figure 6(d), (e) and (f), we can see that the propose
scheme can resist the cut attack in a certain extent.

5. Conclusions
In this paper, an efficient image encryption scheme is proposed, which employs
two logistic map used as a two-dimensional chaotic function. It can meet the
shortage of single one-dimensional chaotic function. Furthermore, Chen’s system is adopted to diffuse the grey distribution. Security analysis show that the
proposed scheme can suggest an efficient way for image encryption and can be
applied to information transmission for government or military affairs.
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