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Abstract: Wireless sensor networks (WSN) are practical implementations of
distributed computing ad hoc wireless networks. WSN are typically empowered
by scarce energy resources and limited computing power, they are mainly used
for in situ data acquisition and monitoring of the deployment area. As such,
they are susceptible to various forms of jamming, mostly but not exclusively, at
the physical and data link layers. Of special interest are the moving jammers,
which impose added strain on the WSN. In the present paper we developed
a mitigation method that takes into consideration the jammer’s behavior and
accordingly adopts new routes, in order to maximize the WSN life. The model is
an improvement of the well known LEACH energy–efficient routing protocol. In
simulations, we have found that our protocol achieves a significant improvement
of the WSN lifetime offering a proved improvement in the resilience of WSN
against moving jamming attacks.
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1. Introduction

Assuring the security of WSN is a difficult task, mainly because of the hardware resource’s limitations. The wireless medium increases the vulnerability,
enabling adversaries to easily gain access and overtake communication channels
used by the sensor nodes. The use of conventional security mechanisms allows
defending against attacks by packet injection and by spoofing network-level
control information.
WSN networks are quasi defenseless vis--vis radio interference attacks targeting their communication links. These jamming attacks exploit the shared
nature of the wireless medium, preventing devices from communicating. This
kind of physical layer-oriented attacks were quite extensively studied by military
communications [20], [41], [24] and relatively successfully dealt with, mainly by
the use of sophisticated spread spectrum techniques.
The advent of WSN poses new challenges for efficient anti-jamming methods. The sensor nodes themselves don’t use spread spectrum communication
methods like frequency hopping or direct sequence transmission. Instead, they
use mostly specially developed low-speed protocols like IEEE 802.15.4 or ZigBee
[39, 40], based on a carrier sensing approach to multiple access. This makes
them prone to a simple and inexpensive jamming, where the adversary may
simply disregard the medium access protocol and transmit continuously on the
wireless channel [38]. In order to maximize the disruption of WSN activity, the
jammer has to be mobile, using various moving algorithms [6]. Some algorithms
were developed for locating the presence of the jammers, detecting the jammed
sensor nodes and alerting their neighbors. Typical of them is the JAM protocol
[30], which ultimately finds new routes in the non-jammed area.
Of special importance in finding ad hoc routes in WSN are the routing
protocols that minimize the used energy, extending subsequently the life span
of the WSN [21], [7]. The seminal and still typical representative of the energyefficient class of routing protocols is LEACH [9], which was further improved
by PEGASIS and other even more energy-efficient protocols [15], [8], [16].
Our protocol uses ideas and heuristics inspired from the jammer’s possible
movements, together with those provided by the JAM protocol, in order to
develop energy-efficient rules. These rules are further used to modify LEACH,
in order to significantly increase its resilience toward moving jammer attacks.
The paper is organized as follows. In Section 2 we present different jamming
attack strategies that might be used against WSN. We analyze possible mitigation methods in Section 3. Section 4 is dedicated to the moving behavior of the
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jammer. The original JAM protocol is summarized in Section 5, and LEACH
is shortly described in Section 6. Our protocol, which is the main result of the
research, is the object of Section 7. The simulation environment is described
in Section 8, while Section 9 discusses the obtained results and concludes the
paper.

2. Jamming Attack Strategies
Jamming is the process which allows the adversary to interfere with the ability
of WSN node to communicate. It also includes interfering with the sensing
abilities of the motes (nodes), but this is rarely used. It may be done by an
external source or by a compromised node. The attack may be at all the layers
of the protocol stack: Application, Transport, Network, Data Link (mostly
Media Access Control-MAC) and Physical Interface (PHY) layer. The classical
definition of jamming considers only the later disturbance. Some research also
focuses on scenarios with attacks at more than one layer, i.e. Network and
MAC simultaneously.
Attacks at the upper layers in WSN are quite similar to those of wired/wireless networks, with infrastructure or ad hoc alike. We concentrate on attacks
at the MAC on physical layers. We present a short overview of such possible
attacks that may be used against the WSN. From the wide variety of possible
strategies, we highlight jammer models proved to be effective. The following
models were described in [32]:
— The constant jammer emits continually a radio signal. This can be
implemented either using a waveform generator to which continuously sends
a radio signal, or by using a transmitter that sends out random bits, without
respecting any MAC rules. Because these rules allow sending packets only if
the channel is idle, the legitimate nodes cannot get hold of the channel to send
their traffic.
— The deceptive jammer sends a constant stream of regular packets in the
channel, without leaving any gap between them. This behavior induce legitimate nodes to think that the channel is busy. The nodes remain indefinitely in
the receive state, even if they have packets waiting to be transmitted.
— The random jammer alternates between jamming and “sleeping”. During
the jamming phase, it may behave as a constant or as a deceptive jammer. The
sleeping is introduced for energy conservation reasons, in order to maximize
the jamming period. This policy might be very useful for jammers without
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unlimited power supply.
— The reactive jammer maximizes its lifespan. It stays quiet when the
channel is idle, and starts to transmit radio signals only when it senses activity
on the communication channel. Such a jammer is much harder to detect.
Further models, based on packets inter-arrival times in three representative
MAC protocols (S-MAC, LMAC, and B-MAC) were proposed in [11]. They are
based on statistical analysis of the channel statistics.
— Periodic listening interval jammers are based on predicting the listen/sleep
periods of the sensor nodes. Periodic listening interval jammers sleep most of
the time and attack when the nodes are in listening period.
— Periodic control interval jammers calculate the control time slots in the
data frames, and chose these time slots for attacks.
— Periodic data packet jammers listen to the channel in the control interval,
but attacks only when the data transmission begins (with the decoding of Clear
to Send-CTS message).
— Periodic cluster jammers use K-means clustering method to identify data
frames vs. control frames, and launch the attack only when data frames are
transmitted.
Four other classes of jamming attacks are proposed by Wood et al [31]:
— The interrupt jammer stays in passive listening mode and awakes for
attack only when a hardware-triggered interrupt, detecting a preamble and a
start of frame delimiter – SDF, occurs.
— The activity jammer prevents the detection of the preamble and SDF
fields. It is initiated when the Received Signal Strength Indicator – RSSI is
greater than a preset threshold.
— The scan jammer is used when frequency hopping is the WSN communication methods. It hops faster than normal network nodes, and attacks when
a transmission is detected in a channel.
— The pulse jammer remains on the same channel and sends constantly or
intermittently small packets, to block the communication.
Some special cases of attacks on the MAC/PHY layers were also researched:
— In [5] the jamming activity modifies the value of received signal strength,
thus interfering with the RSSI-based nodes localization..
— Worm attacks, which cause nodes to crash or take control of the nodes.
The use of a well-known vulnerability called buffer-overflow is described in [34].
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3. Jamming Detecting and Defense Mechanisms
3.1. Jamming Detection Mechanisms
To be able to apply some kind of defense strategy, the WSN has to detect
the presence of the jammer. This is a very difficult task, especially when the
attackers mimic legitimate scenarios of bad connectivity, like traffic congestion
or device failures. The main tools for discriminating between legitimate traffic
and jamming are based on measuring signal strength, carrier sensing times, and
packet delivery ratio.
These measurements are inherently limited in their scope. Signal strength
alone cannot detect jamming, as it is unable to determine an exact threshold separating between legitimate and jamming situation. The value of carrier
sensing time is significant as an indicator of constant or deceptive jamming
situations. The packet delivery ratio is a more powerful tool, but it cannot
differentiate between real jamming and poor connectivity. A marginally drop
in the packet delivery ratio, even when caused by jamming, may insignificantly
affect the traffic and does not need any preemptive or defensive action. Consequently, a combination of detection techniques was found as the most effective
[32].
3.2. Jamming Defense Strategies
After detecting a jamming attack, a mote (node) in a WSN can adopt some
defensive strategies, like the ones described below:
— Spatial retreat, i.e. physically evading the affected area. However, this
solution is applicable only for mobile motes – and these constitute a minority
of their population [37].
— Power control, i.e. improving the signal-to-noise ratio of the transmitted
signal. This solution speeds up the depletion of the battery, and also increases
the likelihood of collisions and interference in the network. Unfortunately, there
is no success guarantee for this method [32]
— Code throttling is a good approach, but usually the motes have no suitable processing and radio facilities to implement [32]
— Powerful error correcting code and other security mechanisms lower the
information rate transmitted, correspondingly increasing the power consumption and the likelihood of successful delivery of packets. Nevertheless, they
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usually require too much computing power [28], [36], [17], [19]
— Spread spectrum techniques, such as frequency hopping or access codes
changing are the most effective tools, but they are only available to devices that
use one of these communication channel access methods [12].
— Wormhole-based anti-jamming techniques, using the concept called uncoordinated channel hopping. This is a new spread-spectrum techniques that
does not rely on secret keys [4], [26].
— Techniques which identify trigger nodes – the nodes whose transmissions
activate the reactive jammers [23]
— Robust MAC protocols, designed to protect the nodes from adaptive
jamming, by optimizing the use of the wireless channel during attacks [3].
— Mitigation of jamming when the attack is directed to the direct link
connecting the sink (base station) to the WSN [10].
— Ex-filtration of data received from the jammed area [2].
— Jamming area avoided by changing the route for transmitting data to
sink [18]. Although this procedure will not better the coverage of jammed area,
it will nevertheless increase the life of the WSN. Our proposed method belongs
to this category.

4. Mobile Jammer Behavior
The study of mobility in WSN was used to develop new jamming techniques
and corresponding anti-jamming countermeasures. The mobility in WSN was
researched in various contexts:
— Mobile sensing nodes, able to change their position, in order to improve
or repair the coverage of the sensed field [35].
— Mobile nodes which are used as data collectors/aggregators [6]. A special
case is the mobile sink (gateway) [13]. They may extend the life of the WSN,
and improve their chance to remain undetected.
— Mobile jammers, used to disturb the functions of a WSN [12], [14], [27].
Approaches to implement mobility in WSN, in order to maintain connectivity and to maximize the network lifetime, are summarized in [6]. Although the
paper is dedicated to mobile sinks and mobile data collection, the main ideas
can be used to also characterize the behavior of mobile jammers in a WSN
environment. From the presented methods, we concentrate on two paradigms,
as summarized below:
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Random Mobility. The Data Collectors move randomly and collect data
from sensors in their direct communication range [22]. Their performance is
evaluated using a Markov model based on a two-dimensional random walk.
Predictable Mobility. Knowing the trajectory, the Data Collector’s behavior can be modeled and predicted [25]. Consequently, more efficient defensive
strategies can be adopted. A data collecting model, based on queuing theory,
is developed and the energy-efficiency is analyzed.
The same modus operandi can be used to characterize the behavior of a mobile jammer, based on the assumption that, in order to achieve a perturbation
at the communication channel level, both the jammer and the data collector
device have to be in the wireless range of the motes. The difference is only
in the action taken – jamming vs. data collection. The energy-efficient solutions proposed, modeled and evaluated in this research are based on the above
mentioned similarity.
We further refer to the random mobility model as the Rendezvous Moving
Jamming (RMJ) technique Its behavior could be described as follows: if a
vehicle wants to move from a certain location to another without being noticed
by the WSN, it calls the RMJ to come and meet it at a rendezvous point and
hide its movements by escorting it to its destination [6].
The most common real life situation is the one with predictable mobility,
and preprogrammed moving track. It is permanently on move and does not
obey any sophisticated moving algorithm. We refer to it as the Simple Moving
Jamming (SMJ) approach.

5. JAM Protocol: Jammed-Area Mapping Service for Sensor
Networks
This protocol was the first in a series of denial-of-service attacks prevention
strategies in WSN environments [30]. Further variants and enhancements are
presented in [29]. When referring to denial-of-service attacks, attacks on every
layer are included. The JAM protocol works with almost all kind if jamming,
independent of the layer were the attack takes place.
When a node detects that it is jammed, it sends a JAMMED message to
its neighbors, using some power management/carrier sense strategies to temporary override the jamming. Nodes which received jamming notifications group
themselves, coalescing further to yield a map of the jammed region (also known
as a jamming hole). Some such techniques are discussed in [33].
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If the jamming attack stops, the nodes recover and inform their neighbors
about the status change. In such a way, a dynamic map of the jamming hole is
maintained. The changes of the map reflect the results of the moving jammer.
The main disadvantage of the protocol is the possibility of network partitioning. Also, the required computing overhead is relatively high during the
mapping process. This shortcoming is compensated by the more powerful nodes
used today.

6. LEACH Protocol: Low-Energy Adaptive Cluster Hierarchy
WSN can contain a very large number of independent and cheap nodes. Being
battery-operated and lacking field-replace ability, their energy-efficiency is of
primordial importance. The main energy components are related to communication (εc ), processing (εp ) and sensing (εs ) functions. The total lifetime of
the WSN is directly related to ε, representing the total energy consumption in
equation (6.1):
ε = εc + εp + εs .

(6.1)

An energy-efficient algorithm is designed to minimize the communication
costs, by choosing optimum routing paths for data transmission. Such an algorithm is LEACH, a self-organizing, adaptive routing protocol that uses randomization to distribute the energy load evenly among the sensors clusters,
with the cluster-heads bearing the main energy load, being the higher-power
radio station connecting to other cluster-heads and delivering the aggregated
data to an external link. LEACH randomizes the successive selection of clusterheads, so that the communication load is divided evenly between the sensors.
It also implements local data fusion, further reducing the energy dissipation
and enhancing the lifetime of the WSN system.
Nodes can elect themselves to cluster-heads. The decision to become a
cluster-head depends on the amount of energy left at the node and how many
times (if any) it acted as a cluster-head. In this way, nodes with more energy
remaining will perform the energy-intensive functions of the network. Each
node makes its decision about whether to be a cluster-head independently of
the other nodes in the network and thus no extra negotiation is required to
determine the cluster-heads.
To choose the next cluster-head, LEACH calculates the energy threshold
T (n) of each node, as defined by the deterministic cluster-head selection for-
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mula, in equation 6.2.
T (n)new =

P

1 − p r mod P1




En current
1
En current
×
. (6.2)
+ rs div
1−
En−max
P
En max

En current is the current energy, En−max the initial energy of the node, and
rs is the number of consecutive rounds in which a node has not been clusterhead. When rs reaches the value 1/P the threshold T (n) new is reset to the
value it had before the inclusion of the remaining energy into the thresholdequation. A higher threshold increases correspondingly the chance of the node
to become cluster-head. Additionally, rs is reset to 0 when a node becomes
cluster-head. Thus, we ensure that data is transmitted to the sink (gateway)
as long as nodes are alive.
A stochastic approach to threshold calculation and cluster-head election can
increase the lifetime of a LEACH wireless sensor network by 20% - 30 %

7. Proposed Method
Our jamming predictive protocol processes the output obtained by consecutive
runs of the JAM protocol, and presents to LEACH a list of nodes that are likely
to be jammed in the near future. When choosing a new cluster-head for data
routing purposes, LEACH excludes these nodes. The assumption is that nodes
located within the jamming hole can actually override the jamming signal. The
protocol is able (with some limits) to predict, in real time, the possible direction
of the movement. This is an important property of anti-jamming techniques
for moving jammer attacks [1].
7.1. Prediction of a Moving Jammer
The JAM mapping algorithm enables us to locate jammers in the WSN field but
does not supports tracking and predicting future locations of moving jammers.
We believe that by adding prediction capabilities to an energy-aware routing
algorithm, like the stochastic or deterministic node election versions of LEACH,
will further improve the performances of a jammed WSN. We use the following
two approaches for jammer’s movement prediction:
— Vector prediction: works well with RMJ, which do not follow any pre-
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defined path. It is also useful for jammers that follow a predefined path like
the SMJ. This is due to the fact that the paths are unknown to the prediction
algorithm in an early stage. It is possible to predict by a path, only after the
algorithm mapped it.
— Path prediction: suited best for SMJ types. The algorithm uses a component called Path builder, which follow the movement of the jammers and
builds paths by merging processed observations of the JAM algorithm. After a
learning period the algorithm uses the stored paths to predict the possible next
location of the moving jammers.
The input data of the prediction process is obtained using the JAM algorithm and is given in the form of discrete points. Every point in that input
represents the speculated location of a jammer. Since we are dealing with moving jammers it is necessary to change the equality operator of the points – e.g.,
when comparing two points to see if they are actually the same point. Instead
of using: (a, b) = (c, d) iff a = c and b = d, we divided the field, where the
nodes are laid, into grid blocks. Since it is possible to attribute a point in a
plain to a grid cube, we do so, e.g. (a, b) = (c, d) if they both belong to the
same grid cube. We use this mechanism in the path prediction algorithm, when
we actually represent a path as a sequence of cubes and provide to the LEACH
clustering algorithm the cubes we believe are about to be jammed.
7.2. Processing JAM Output
The application of the suggested protocol starts with the processing of the raw
output data of the JAM algorithm. The protocol uses the jammed groups that
where created by the BUILD messages of JAM [40]. The steps of this stage of
the protocol are described below:
Step 1. The data is divided according to the associated consecutive time
slices. Each time slice contains the various jammed groups center locations.
Step 2. Each time slice’s groups are divided into clusters, by grouping
together jammed close nodes. Each cluster center is an average of all the nodes
that are members of that cluster.
Step 3. The grouped data is stored, for the next steps processing. Each
time slice grouped data represents the predictive locations of active jammers at
that time (multiple jammers allowed).
For a WSN containing n nodes, the time complexity of processing the JAM
outputs is obviously O(n).
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7.3. Making Predictions
The following steps deal with the prediction part of the protocol. The goal is
to predict, as accurately as possible, the path and the directions of the moving
jammer. As described earlier, there are different procedures for paths creations
for SMJ and RMJ situations.
Step 4. For each point from time slice t − ∆t, match an appropriate point
in time slice t. T matched points are associated with the same jammer.
Step 5. Compute a normalized vector for each set of matching points; the
origin of the vector is the point belonging to time slice t − ∆t.
Step 6. Create a prediction by multiplying the vector’s length by a predefined value m, m > 1 (assuming a movement in a straight line, without sudden
change of direction).
The processing of pairs of nodes for these steps leads a time complexity of
O(n2).
The next steps describe the path building (Steps 7 and 8) and the path
predictor (Steps 8 and 9) part of the protocol.
Step 7. Represents all points that belong to the time interval it processes
as cubes, and merges the points that are in the same time slot and the same
cube as one cube entry. The obtained path will be expanded in Step 8.
Step 8. Match cubes to paths:
— if the current cube is the same or is a neighbor of a last cube in an active
path then, add the cube to that path (provide it is not the same cube).
— if the currently processed cube could be added to the end of more than
one path, close those paths and add the current cube to a new path.
— if there is no matching active path, creates a new one, and assigns the
current cube to that new path.
Step 9. Examine backward the data and, using iteratively Steps 7 and 8,
creates short sequences of three consecutive cubes.
Step 10. For all paths longer or equal to three cubes, search for them in all
the paths. If a three or more cubes sequence is found, move on that path the
corresponding number of steps.
The algorithm detects/predicts the paths of the moving jammer, enabling
the building of a new communication route. This route will be used as many
time slots as possible (depending, however, of the mobile jammer’s actual movements). Obviously, the compromised/jammed nodes will not be part of the new
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Figure 1: Total energy usage

Figure 2: Number of active nodes
route. The nodes believed to be shortly jammed are also excluded from the
cluster head selection process of LEACH.
The joint time complexity of both the path predictor and path builder steps
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Figure 3: Number of active nodes
is O(n3).

8. Simulation Environment and Obtained Results
The algorithm was implemented and tested by a dedicated WSN simulator,
written in C#. In order to run the simulations, JAM, LEACH, and the moving
jammers’ behavior were also implemented. The field settings contained: size,
nodes distance, number and type of moving jammers (SMJ, RMJ). The simulator also allowed for the setting of 11 prediction parameters (range, timing,
active paths, etc), 8 JAM parameters (coalesce bounds, speed, delay, etc.) and
17 miscellaneous parameters to configure the running of the simulation (time
and energy-related, jammers’ properties, etc.). More controls were dedicated
to the GUI and results’ view.
Figures 1, 2, and 3 describe the results of the simulation, for the WSN and
one mobile jammer. The 400 nodes were randomly placed on an 800 x 600 grid
and various parameters were tested during successive runs.
As can be seen, our predictive jamming hole detection algorithm improved
significantly the performance of the LEACH protocol: lowered the energy dissipation, increased the number of active and connected nodes. We obtained a
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more than threefold increase of the WSN lifetime span. We think, that it may
be deduced that improvements will also be found if our protocol will be compared with other LEACH-based routing protocols, or even non-energy-efficiency
related ones.

9. Conclusions and Future Work
The paper covers technical issues related to the way WSN can identify and
map active jammers. Both JAM and LEACH are proven solutions, but their
integration with our algorithm achieved better results. We believe that the new
combined algorithm produces a solid and robust solution that could help WSN
to better cope with moving jammers and minimize total energy consumption,
thus extending the longevity of the network.
Future related research will explore the fine-tuning of the algorithm for more
moving jammers’ behavior and the impact of the algorithm on other routing
protocols. Also, the scenarios of multiple mobile jammers will be investigated.
Another predictive algorithm, concerning mobile sinks, was described in
[13]. We intend to apply the ideas exposed there to a jamming environment,
simulate it, and compare the results.
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