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*

One of the important problems in cryptology is the key exchange problem. The
basic aim of key exchange problems is that two people who can only communi-
cate via an insecure channel want to find a common secret key. Key exchange
methods are usually based on one-way functions; that is, functions which are
easy to compute (with polynomial complexity), while their inverses are diffi-
cult to determine (with exponential complexity). Most of the practical one-way
functions have a common problem, i.e. it is often easy to find a one-way func-
tion with a polynomial complexity, but showing that there is no inverse function
with similar complexity or practicality is usually the difficult part of the project,
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since the best inverse function might just not have been discovered yet. Hence
it is of interest to investigate new one-way functions. The well-known key
exchange problems are Diffie-Hellman (was found in 1976) and El-Gamal (was
found in 1984) key exchange problems. The security of these problems are based
on the discrete logarithm problem as well as DDH the decision Diffie-Hellman
and the platform groups are cyclic groups of large prime order (finite fields).
The Discrete lo Logarithm Assumption (DL) is the following: given gx mod q,
it is hard to compute x. The Decisional Diffie Hellman Assumption (DDH) is
the following: It is hard to distinguish triples of the form (gx, gy , gz) for random
x, y, z in Zq (finite field of order q) from triples of the form (gx, gy, gxy) for ran-
dom x, y in Zq. Note that the DDH is at least as strong as strong as the DL.
New one-way functions which employ the complexity of certain decision and
search problems in non-Abelian combinatorial group theory was introduced in
[1] (by two group theorists and a number theorists!). Particularly, algebraic key
establishment protocols based on the difficulty of solving equations over alge-
braic structures are described as a theoretical basis for constructing public-key
cryptosystems. They particularly proposed Braid groups for a new platform for
cryptology. The decision problems they used for this purpose are word problem
(WP) and the search conjugacy problem (SCP). The WP: Let G be a group
given by a finite presentation. Does there exist an algorithm to determine if
an arbitrary word w in the generators of G whether or not wG = 1? More
specifically they used that every word in a Braid group has a normal form.
The SCP: Let G be a group given by a finite presentation. Does there exist an
algorithm to determine z in G given the fact that an arbitrary pair of words u

and v in the generators of G defines conjugate elements of G via conjugator z

in G? One can show easily that SCP is always at least as difficult as the WP,
and this could be used for creating new one-way functions. By the celebrated
result of Novikov and Boone, there are groups for which these questions are
undecidable in general: they cannot be answered algorithmically. The decision
problems in combinatorial group theory have shown much potential for this
purpose [4]. Another reason is for welcoming new one-way functions and new
platform groups, using Shor’s algorithm the discrete log problem and prime fac-
torization problem admit polynomial-time quantum algorithm. That leaves the
current cryptosystem in danger if the quantum computers are to be built! Non-
commutative group theorists have been working in the field of non-commutative
cryptography for about ten years, but a class of groups which provides a prov-
ably secure basis for the non-commutative protocols is not known yet. In 2004,
Kahrobaei (one of the authors) together with Bettina Eick proposed polycyclic
groups for new platform for cryptology [2]. These are natural generalizations
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of cyclic groups but are much more complex in their structure. Hence their
algorithmic theory is more difficult. In 2006 Kahrobaei and Khan, proposed a
non-commutative key-exchange scheme which generalizes the classical ElGamal
Cipher to polycyclic groups [3].
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