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Abstract: Since the introduction of public-key cryptography by Diffe and
Hellman in 1976, the potential for the use of the discrete logarithm problem in
public-key cryptosystems has been recognized. Although the discrete logarithm
problem as first employed by Diffe and Hellman was defined explicitly as the
problem of finding logarithms with respect to a generator in the multiplicative
group of the integers module a prime, this idea can be extended to arbitrary
groups and in particular, to elliptic curve groups. The resulting public - key
systems provide relatively small block size, high speed, and high security. In the
present paper we define a metric on the fundamental group of elliptic curve over
the Galois field GF(2%). The fact that defining a new metric among the elliptic
curves has potential application in the theory of cryptography; especially to
thwart fixed table attack.
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1. Introduction

There are three families of public-key algorithms that have considerable signifi-
cance in current data security practice. They are integer factorization, discrete
logarithm, and elliptic curve based schemes[2][3]. Integer factorization based
schemes such as RSA[4] and discrete logarithm based schemes such as Diffe
-Hellman[5] provide intuitive ways of implementation. However both methods
admit of sub-exponential algorithm of cryptanalysis|[7]. In this regard elliptic
curve cryptography, first introduced Koblitz[2] and Miller[3] may be the most
cryptographic method available[6][8]. The best current brute force algorithm for
cryptanalysis of ECC require O(n!/?) steps where n is the order of the additive
group. For example , using the best current brute force algorithms ECC with
a key size of 173 bits provides the same level of cryptographic security as RSA
with a key size of 1024 bits. This results in smaller system parameters band
width savings, faster implementations and lower power consumptions. In addi-
tion, elliptic curve over finite fields offer an inexhaustible supply finite abelian
groups , thus allowing more flexible fields selections than conventional discrete
logarithm schemes. Because of these advantages ECC has attracted extensive
attention in recent years[9][15]. In the present paper we define a metric on
the fundamental group of elliptic curve over the Galois field GF(2%). The fact
that defining a new metric among the elliptic curve have potential application
in resisting fixed table attacks in the theory of cryptography. An irreducible
polynomial taken for construction of the field is f(z) = 2° + 22 + 1.

2. Elliptic Curve

Let GF(2%) be a characteristic 2 finite field, and leta,b € GF(2°) satisfy b #
0 € GF(2%) Then a (non-super singular) elliptic curve E(GF(2°)) over GF(2°)
defined by the parameters a,b € GF(2°) consists of the set of solutions or
pointsP = (z,y)for x,y € GF(2°) to the equation:

v+ oy =23 +ax® +bin GF(2%)
together with an extra point O called the point at infinity[12][13]. (Here the only
elliptic curves overGF(2°) of interest are non-super singular elliptic curves.)

3. Fundamandel Group of Elliptic Curve

Let C7 andCs be any two elliptic curves with two common end points, contained
in a region 2, the two curves can be deformed into each other, and are said to
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be homotopic inf2. This is evidently an equivalence relation. We can thus divide
all elliptic curves into equivalence classes, called homotopy classes; the curves in
a homotopy class have common end points and can be deformed into each other
with in 2. It deserves to point out that different parametric representations of
the same curve are always hemitropic. From this definition it can be shown
that the elliptic curves from a point 2, with respect to the region (2, form a
group. That is, it can be established that;

e The associative law:(C1C2)C3 is homotopic toC1(C2Cs)
e Existence of unit curve 1: Cland 1C' are homotopic toC'
e Existence of inverse: CC™!' and C~'C are homotopic to 1

The group which we have constructed is the homotopy group, or, the funda-
mental group, of the region ) with respect to the pointzy. As abstract group
it does not depend on the point zy. Therefore it can be shown that there is a
point zy such that homotopy group with respect to zp andzy are isomorphic.

The explicit determination of homotopy group is simplified by the fact that
the homotopy group is obviously a topological invariant. Indeed, by a topolog-
ical mapping off) onto €} any deformation in €2 can be carried over to 2 and is
seen to determine a product preserving one-to-one correspondence between the
homotopy classes. Topologically equivalent regions have therefore isomorphic
homotopy groups. The homotopy group of a disk reduces to the unit element;
this means that any two curves with common end points are homotopic. In
particular, the whole plane has likewise a homotopy group which reduces to
the unit element. Therefore it can then be proved that, any simply connected
region has a fundamental group which reduces to its unit element.

4. The Metric

The metric that we propose is based on the concepts of homotopy classes
of elliptic curves. Two curves in the same isomorphism class will have a fi-
nite distance between them. The distance of a curve from all the curves in an
isomorphism class different than its own will be defined to be infinity. Funda-
mental group of elliptic curve over the GF(2°) is an equivalence relation defined
as follows.

Let the isomorphic curves be:

v+ azy = 23 + a;a? + by, i = 1,2 over GF(2°)
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C} is said to be isomorphic toCyover GF(2°) if there exist a t € GF(2°) such
that ag = t4a1 and bQ = tﬁbl [16]

Let g be a generator of the multiplicative group of the field z € GF(2°).Then
given any non-zero element in GF(2°), there exist an integer k € {0,1,2...21}
such that z = g¥. We will refer to the set {0,1,2...2%} as an index of g¢.
Note that index set of ¢ is not unique. Any complete system of modulo the
irreducible polynomial 2% + 22 + 1 can act as an index set. We are always using
the index set {—2%/2+1,-2%/2 +2,-.. —1,0,1,...2%/2}. We are calling this
index set as standard index set of a generator g .

Let C7 and Csbe any two curves overGF(2%). If C7 and Chare not iso-
morphic, we define the distance between them to be infinite. Otherwise, let
t € GF(2°) be a field element which transforms the parameters of C to those
of Cy(parameters of Cy to those ofCy). Let ¢t = g", where ris in the standard
index set of ¢g. There will be several ¢t s which define the same isomorphism.
Let t1,...,t; 'define’ the same isomorphism. Write ¢t; = ¢%; 1 < ¢ < [.Chose
thatt;for which «; is minimum. Then we define the distance between C; and
C5 to belr|that is

dg(C1,Co) = |r| if Cy and C5 isomorphic and ¢t = ¢",
dg(C1,Cy) = oo Otherwise.

Now we claim that djas defined above is a metric. Clearly, d; > 0 . Also,
if C; and Cy are the same curve, then they are isomorphic and so t = 1 and
r = 0. Hence it follows that d,(Cy,C2) = 0 if Cy = Cy. Converse is clear and
easy.

Next we will show that dy(Ci,Ca) = dy(Ca, Ch).

If these curves are not isomorphic then there is nothing to prove as both of the
distances areco. So let us assume that they are isomorphic. Let t = ¢g",be the
element in G F(2%)which transforms the parameters of C; to those of Cy(that

is,ay = t'a;, by = t5b1). Note that such r is not unique. If we force r
to be in the standard index set then it is unique. Then ¢! = ¢~ trans-
forms parameters of Cyto those ofCq(that is, a; = t™%a9, by = t_6b2). Hence
dg(C1,Ca) = |rlanddy(C1,C2) = | — r|, which are the same.

Finally we have to prove the triangular equality, that is, for any three curves
Ci,i = 1,2,3; dg(C1,C2) + dg(Co, C3) > dg(Ch, Cs). Clearly ,this is obvious if
(Cis not isomorphic toCy orCsis not isomorphic to Cs. So let us assume that
C4is isomorphic toCy and Cybe isomorphic to Cs. Isomorphism is an equivalence
relation, and thus Cjis isomorphic to C3 Let C; : y? + 2y = 2 + a;z° + b;
i = 1,2,3 then there exist t1,to € GF(2°) and indices r1,rin the standard
index set of ¢ such that

as = tzllal, b2 = t?bl tl = grl and



AN ELLIPTIC CURVE METRIC ON... 551

az — tzllag b3 = t?bg tg = gT2 now,

az — (t1t2)4a1 b3 = (tltg)ﬁbl.
Let t1ty = t3 = ¢"3. then r3 = r1 + ro(modp — 1). Hence r3 < 1 + ry. We have
now

dg(C1,C2) = |r1],

dg(C2,C3) = |ra|,

dg(C1,C3) = |rs],

Hence,dg(Cl, 02) + dg(Cg, C3) > dg(Cl, Cs).
This establishes triangular inequality. Hence, the new metric.

5. Conclution

During the point multiplication operation[17] with pre-computations, stor-
ing the pre-computed table in affine coordinates is considered insecure as it may
lead to fixed table attacks[15]. To thwart such attacks, it is recommended to
randomize the table each time a table entry is used in the computation. As
point randomizing technique [13] requires the point to be in projective coordi-
nates. With the concepts of distance, we can efficiently use the Joye-Tymen
curve randomization technique[?] to defeat fixed table attacks. Each time we
use a table entry in the computation we shift the computation to an isomorphic
curve, only storing the distance d;. After computing the scalar multiplication
we can return back to the original curve by going back to the distance of > d;.
A traditional implementation needs storing of two parameters ,one curve pa-
rameter one defining the isomorphism; and a finite field multiplication for each
isomorphism. The proposed metric allows us to use a pre-computed table in
affine coordinates without much performance penalty.
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