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Abstract: Rishivarman and Parthasarathy (2013) have constructed a map from the direct
product of two copies of the set of ordinary elliptic curves with short Weierstrass equation
over F25 to non-negative real numbers (plus infinity), and they have claimed that the map is
a metric. In this paper we point out that the proof of the claim contains several flaws. Even
worse, we shall show that the map is not a metric.
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1. Introduction
Elliptic curve cryptosystems (ECC for short) have been proposed independently
by Miller [7] and Koblitz [5]. The most dominant operation in ECC is scalar
multiplication (or point multiplication), which computes [k]P ∈ E for a given
integer k and a point P ∈ E, where E is an elliptic curve over a finite field.
Scalar multiplication requires the secret information as an input. Side channel attacks are exploit (whole or partial) secret information that leaks from
cryptographic modules. We need scalar multiplication algorithms to resist side
channel attacks.
In order to resist side channel attacks on scalar multiplication, several auReceived:
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thors have found an interesting property of the set of elliptic curves with short
Weierstrass equation over a finite field. The interesting property is that one
can induce metrics on the set of elliptic curves with short Weierstrass equation
over a prime field of characteristic greater than three. The property has been
firstly found by Mishra and Gupta [8]. Thereafter, Vetro [11] has proposed some
other metrics on the set of elliptic curves with short Weierstrass equation over
a prime field of of characteristic greater than three. Recently, Hakuta [1] has
proposed metrics on the set of ordinary elliptic curves with short Weierstrass
equation over any finite field of characteristic two. In [8] and [11], the authors
have proposed potential applications of the metrics to the protection of side
channel attacks (especially, fixed table attack [3]). A similar method to protect
cryptographic modules against side channel attacks has also been proposed by
Joye and Tymen [4].
In our knowledge, the method [1] is the first systematic approach to construct metrics on the set of ordinary elliptic curves with short Weierstrass equation over any finite field of characteristic two. However, this method seems not
to be suitable for protection against side-channel attacks such as [8] and [11].
On the other hand, Rishivarman and Parthasarathy [9] have constructed a map
from the direct product of two copies of the set of ordinary elliptic curves with
short Weierstrass equation over F25 to non-negative real numbers (plus infinity),
and they have claimed that the map is a metric. In addition, they have claimed
that the map can be used to resist side channel attacks on scalar multiplication
same as [8] and [11].
In this paper we point out that the proof of the claim contains several flaws.
Even worse, we shall show that the map is not a metric. The rest of this paper
is organized as follows. In Section 2, we collect the basic background on elliptic
curves which will be necessary for our investigations. In Section 3, we briefly
review the map proposed by Rishivarman and Parthasarathy in [9]. Section 4
gives some remarks on the map proposed by Rishivarman and Parthasarathy
in [9]. Section 5 concludes the paper.

2. Preliminaries
This section provides the basic background on elliptic curves which will be
necessary for our investigations. Further details can be seen in [2, Section 3.5],
[6, Chapter 3], and [10, Appendix A].
Let K be a field and p = char(K) the characteristic of K. We denoted
the set of rational integers, the set of real numbers, and a finite field with q
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elements, by Z, R and Fq , respectively, where q = pm (m ≥ 1), p = char(Fq ).
We denote by ♯S the cardinality of a finite set S. For a group (G, ◦), the order
of a ∈ G is denoted by ordG (a).
Let E/K : y 2 +a1 xy +a3 y = x3 +a2 x2 +a4 x+a6 be an elliptic curve over K.
Two elliptic curves E1 and E2 are called isomorphic if there exist morphisms
(as algebraic varieties) from E1 to E2 and from E2 to E1 which are inverses of
each other. More precisely, two elliptic curves E1 /K and E2 /K given by the
equations
E1 : y 2 + a1 xy + a3 y = x3 + a2 x2 + a4 x + a6 ,
E2 : y 2 + ā1 xy + ā3 y = x3 + ā2 x2 + ā4 x + ā6
are isomorphic over K (or K-isomorphic), denoted by E1 /K ∼
= E2 /K, if and
only if there exist u ∈ K ∗ and r, s, t ∈ K such that the change of variables
(x, y) 7−→ (u2 x + r, u3 y + u2 sx + t)
transforms equation E1 to equation E2 . The relationship of isomorphism is an
equivalence relation.
An elliptic curve E/K (p = char(K)) is called supersingular if E[p] = { O },
and the curve E/K is called ordinary (or non-supersingular) if E[p] ∼
= Z/pZ.
It is well-known that if K = Fq and p = 2 or p = 3, then E is supersingular if
and only if j(E) = 0. In other words, if p = 2 or p = 3, E is ordinary if and
only if j(E) 6= 0. Remark that if E/K : y 2 + ā1 xy + ā3 y = x3 + ā2 x2 + ā4 x + ā6
is an elliptic curve with char(K) = 2 and j(E) 6= 0, then the admissible change
of variables
!
ā21 ā4 + ā23
ā3 3
2
(2.1)
(x, y) 7−→ ā1 x + , ā1 y +
ā1
ā31
transforms E to the ordinary elliptic curve
E ′ /K : y 2 + xy = x3 + a2 x2 + a6 .

(2.2)

Equation (2.2) is called short Weierstrass equation. Let E1 /F2m , E2 /F2m
E1 : y 2 + xy = x3 + a2 x2 + a6
2

3

2

E2 : y + xy = x + ā2 x + ā6

(a6 6= 0),
(ā6 6= 0)

be ordinary elliptic curves with short Weierstrass equation (2.2) over F2m . If
E1 /F2m ∼
= E2 /F2m , then we have a6 = ā6 and the isomorphism is given by
φs : E1 −→ E2 ,

(x, y) 7−→ (x, y + sx),

(2.3)
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where s is an element in F2m and satisfies the equation
s2 + s = a2 + ā2

(2.4)

(See [6, Section 3.3]).
Remark that if s1 is a solution of Equation (2.4) then s2 := s1 + 1 is the
other solution. Furthermore, φs is an automorphism if and only if s ∈ {0, 1}
([10, Appendix A, Proposition 1.2]).
3. A Map Proposed by Rishivarman and Parthasarathy
Here we briefly review a map from the direct product of two copies of the
set of ordinary elliptic curves with short Weierstrass equations over F25 to nonnegative real numbers (plus infinity) proposed by Rishivarman and Parthasarathy
in [9]. Let X be an indeterminate over the finite field F2 . Since the polynomial
X 5 + X 2 + 1 ∈ F2 [X] is irreducible, the finite field F25 can be seen as the quotient ring F2 [X]/(X 5 + X 2 + 1) over the ideal (X 5 + X 2 + 1) ( F2 [X] generated
by X 5 + X 2 + 1. Let g be a generator of the multiplicative group F∗25 . Let E
be the set of ordinary elliptic curves with short Weierstrass equations over F25 .
The map dg : E × E → R ∪ { ∞ } which depends on the choice of the
generator g ∈ F∗25 , is constructed as follows. Put

R′ := −24 /2 + 1, −24 /2 + 2, . . . , −1, 0, 1, . . . , 24 /2 .
(3.1)

According to [9], it satisfies that
o
o n
n
F∗25 = hgi = gk 0 ≤ k ≤ 24 = gk k ∈ R′ .

(3.2)

From Equation (3.2), the set R′ is called a standard index set of a generator g.
Let Ei : y 2 + xy = x3 + ai x2 + bi ∈ E for i = 1, 2. In [9], two elliptic curve E1
and E2 are called isomorphic if there exist a t ∈ F25 such that
a2 = t 4 a1

(3.3)

b2 = t6 b1 .

(3.4)

and
The map dg : E × E → R ∪ { ∞ } proposed in [9] is defined as follows:
→ R∪{∞}

(E1 , E2 ) 7→
(E1 , E2 ) 7→

∈

E ×E
∈

dg :

|r|
∞

φt

E1 ∼
= E2 ,
otherwise,

SOME REMARKS ON A DISTANCE BETWEEN TWO ORDINARY...

805

where φt : E1 → E2 , (x, y) 7→ (t2 x, t3 y) is an F25 -isomorphism and t = gr for
some r ∈ R′ .

4. Remarks on the Map dg
In this section, we shall point out that there are three errors in Section 3. The
first one is that Equation (3.2) is incorrect.

and

Claim 1. It does not hold Equation (3.2). Namely, we have
o
n
F∗25 6= gk 0 ≤ k ≤ 24
F∗25 6=

for
R′ =



n

gk k ∈ R′

o

(4.1)

(4.2)

−24 /2 + 1, −24 /2 + 2, . . . , −1, 0, 1, . . . , 24 /2

= { −7, −6, . . . , −1, 0, 1, . . . , 8 } = { 0, ±1, . . . , ±7, 8 } .
Let R := { 0, ±1, ±2, . . . , ±15 }. Then we have
n
o
F∗25 =
gk 0 ≤ k ≤ 25 − 2
n
o
=
gk 0 ≤ k ≤ 30
n
o
=
gk k ∈ R .

(4.3)

From now on, we use Equation (4.3) instead of Equation (3.2), in order to
remove the flaw (Claim 1).
The second one (resp. the third one) is that Equation (3.3) (resp. Equation (3.4)) is incorrect.
Claim 2. An F25 -isomorphism is given by the form (2.3). Equation (3.3)
and Equation (3.4) do not give any F25 -isomorphism.
Finally, we consider whether or not dg is a map from E × E to non-negative
reals (plus infinity) or not. We can see that dg is indeed not a map.
Main Claim. dg is not a map. Namely, dg is not a metric.
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Proof. The latter part follows immediately from the former part. We show
the former part by proving that dg is not defined over E × E. Let Ei : y 2 +
xy = x3 + ai x2 + bi ∈ E for i = 1, 2. Suppose that E1 ∼
= E2 for some F25 isomorphism of form (2.3). Since dg (E1 , E2 ) is defined using Equation (3.3) and
Equation (3.4), there must exists t ∈ F25 such that a2 = t4 a1 and b2 = t6 b1 .
On the other hand, by E1 ∼
= E2 , there exists s ∈ F25 satisfying Equation (2.3).
Thus there must exist s, t ∈ F25 satisfying the following simultaneous equations:
 2
s + s = a1 + a2
(4.4)



b =b
(4.5)
1
2
4
 a2 = t a1
(4.6)



6
b2 = t b1 .
(4.7)

Let us show that there do not exist s, t ∈ F25 satisfying Equation (4.4)–(4.7).
Since we have
5
α2 −1 = α31 = 1
(4.8)
for any α ∈ F∗25 and the number 31 is prime, it holds
ordF∗5 (α) = 1

(4.9)

ordF∗5 (α) = 31.

(4.10)

2

or
2

Substituting Equation (4.7) for Equation (4.5) yields t6 = 1. It follows that
ordF∗5 (t) divides 6. By Equation (4.9) and Equation (4.10), the order of t is
2
one (ordF∗5 (t) = 1), namely, t = 1. By substituting Equation (4.6) for t = 1, we
2
have a2 = a1 . Finally, from a2 = a1 and Equation (4.4), we obtain s(s + 1) = 0.
Therefore, s = 0 or s = 1. This shows that E1 = E2 . Hence, if E1 6= E2 and
E1 ∼
= E2 , dg is not defined. Thus dg is not a map from E × E to R ∪ { ∞ }.

5. Conclusion
In this paper, we have given some remarks on the map proposed by Rishivarman
and Parthasarathy in 2013. More precisely, we have pointed out that it is indeed
not a map, and thus not a metric. Our results show that the map proposed by
Rishivarman and Parthasarathy can not be used to resist side channel attacks
on scalar multiplication. Our results also show that no analogous result of the
metric proposed by Mishra and Gupta which can be used to resist side channel
attacks on scalar multiplication, is known in the characteristic two case.
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